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ERROR CORRECTION FOR 
PROGRAMMABLE LOGIC INTEGRATED CIRCUITS 

Background of the Invention 

[0001] This invention relates to programmable logic 
5 integrated circuits (ICs) . More particularly, this 
invention relates to providing error correction for 
programmable logic ICs . 

[0002] A programmable logic IC is a general -purpose 
circuit that is programmable to perform any of a wide 

10 range of logic tasks. Known examples of programmable 
logic IC technology include programmable logic devices 
(PLDs) , complex programmable logic devices (CPLDs) , and 
field programmable gate arrays (FPGAs) . Memory blocks 
may be provided on programmable logic integrated 

15 circuits and are used to store and subsequently output 
data or to perform various functions desired by the 
user . 

[0003] A programmable logic IC typically includes a 
large number of memory cells that store configuration 
20 data. When data is being programmed into the memory 
cells or while data is stored in the memory cells, 
errors can occur in the representation of the 
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configuration data. Such errors can include hard 
errors and soft errors. Hard errors arise due to 
physical imperfections in a programmable logic IC or 
due to physical damage to a programmable logic IC. A 
5 soft error occurs when, during operation of a 

programmable logic IC, an alpha particle or cosmic ray 
strikes the silicon of the programmable logic IC, 
causing the formation of electron-hole pairs that 
alters the contents of a memory cell. 

10 [0004] With advances in process technology, 

programmable logic ICs become more susceptible to soft 
errors because of the decrease in physical dimensions 
of memory cells, thus resulting in an increase in the 
number of memory cells that can be placed on a 

15 programmable logic IC. A soft error directly affects 
the logic functionality of the programmable logic IC, 
thereby causing logic failure. Currently, there are no 
available methods for detecting and correcting such 
errors in programmable logic ICs without requiring the 

20 use of external logic. 

[0005] In view of the foregoing, it would be 

desirable to provide systems and methods for detecting 
and correcting errors in programmable logic ICs without 
the use of external logic. 

2 5 Summary of the Invention 

[0006] In accordance with the invention, systems and 
methods for detecting and correcting errors in 
programmable logic ICs without the use of external 
logic are provided. 

3 0 [0007] In one embodiment, a scrubber periodically 

reads all the memory cells (e.g., a column at a time, a 
portion of the column at a time, more than one column 
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at a time) in a programmable logic IC, detects and 
corrects any errors, and writes the corrected contents 
back into the respective memory cells. The scrubber 
uses error correction techniques such as a Hamming 
5 Code, Reed-Solomon Code, or Product Code. Dedicated 
memory cells in the programmable logic IC store error 
check bits that are used to determine whether an error 
has occurred in any of the memory cells. For example, 
each column of memory cells includes data bits and 

10 associated error check bits. A column of memory cells 
can be read into a data register and processed in error 
correcting circuitry to determine whether an error has 
occurred. If an error is detected, the data bit is 
corrected and written back into the corresponding 

15 memory cell. There can be one error correcting circuit 
associated with all the memory cells in a programmable 
logic IC. Alternatively, the memory cells in the 
programmable logic IC can be divided into multiple 
regions, with each region having dedicated error 

20 correcting circuitry. 

[0008] In another embodiment, regions of memory 

cells in a programmable logic IC each has associated 
error correcting circuitry which operates to 
continuously detect and correct errors as they occur. 

25 The error correcting circuitry checks all the memory 
cells in a given region at the same time. For each 
region of memory cells, one column and one row of 
memory cells can be used to store a parity bit that 
results in the corresponding column and row of memory 

3 0 cells having an even parity or odd parity. Each memory 
cell includes logic gates that are used to compute the 
parity for a given row and column and if an error is 
detected, the correct output is generated. Other 
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circuitry, such as a scrubber, can then be used to 
write the correct output into the corresponding memory 
cell . 

[0009] In a further embodiment, error correcting 

5 circuitry can be provided that reduces static hazards 
resulting because of different propagation times for 
different paths. In one approach, a horizontal parity 
bit and a vertical parity bit are computed that include 
all the memory cells in that row and column except for 

10 the memory cell being corrected. A corrected value is 
computed based on the horizontal parity bit, the 
vertical parity bit, and the contents of the memory 
cell being corrected. In another approach, which uses 
fewer logic gates, a triple redundancy method can be 

15 implemented. Each bit of the configuration data is 
stored in three memory cells. Error correcting 
circuitry is provided that determines what same bit 
value is in all, or in a majority (e.g., 2 memory 
cells) , of the three memory cells, which is then sent 

20 as output. In yet another approach, the static hazard 
can be minimized by slowing the logic stage of error 
correcting circuitry so that any possible glitch is 
absorbed by the logic. This can be achieved by using a 
logic gate with a weak drive combined with a large 

25 capacitive load. A resistive element such as a 

polysilicon wire, a current starved pass gate, or a 
current starved inverter can be used with a capacitor 
to increase the time delay for the error correcting 
circuitry. 

30 [0010] In some instances, it may be desirable to 

design programmable logic IC routing architectures that 
reduce the number of memory cells needed to implement a 
given function. For example, for multiplexers that are 
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commonly used in existing programmable logic IC 
architectures, error correcting circuitry can be used 
with encoded circuitry that results in a smaller number 
of memory cells needed to control the operation of the 
5 multiplexers. 

[0011] In addition to providing error correcting 

circuitry for configuration memory, error correcting 
circuitry can be used to correct errors in an embedded 
memory block on a programmable logic IC. The error 
10 correcting circuitry can be implemented in hardware on 
the embedded memory block or alternatively, in soft 
logic in the programmable logic IC. 

Brief Description of the Drawings 

[0012] The above and other objects and advantages of 
15 the invention will be apparent upon consideration of 

the following detailed description, taken in 

conjunction with the accompanying drawings, in which 

like reference characters refer to like parts 

throughout, and in which: 
20 [0013] FIG. 1 is an illustrative embodiment of a 

memory in a programmable logic IC in accordance with 

the invention; 

[0014] FIG. 2 is a diagram of an illustrative 
embodiment of a memory with error correcting circuitry 

2 5 in a programmable logic IC in accordance with the 

invention; 

[0015] FIGS. 3A-E are diagrams of illustrative 
embodiments of various error correcting circuitry 
blocks and scrubbing regions in accordance with the 

3 0 invention; 
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[0016] FIG. 4 is a diagram of an illustrative 
embodiment of dedicated error correcting circuitry in 
accordance with the invention; 

[0017] FIGS. 5-8C are diagrams of illustrative 
5 embodiments of hazard- free error correcting circuitry 
in accordance with the invention; 

[0018] FIGS. 9A-C are diagrams of illustrative 
embodiments of multiplexers implemented using a 
programmable logic IC architecture with error 
10 correcting circuitry in accordance with the invention; 
[0019] FIGS. 10-11 are diagrams of illustrative 
embodiments of embedded memory blocks with error 
correcting circuitry in accordance with the invention; 
and 

15 [0020] FIG. 12 is a simplified block diagram of an 
illustrative system employing circuitry in accordance 
with the invention. 

Detailed Description 

[0021] The present invention provides systems and 
2 0 methods for detecting and correcting errors in 

programmable logic ICs without the use of external 
logic. Programmable logic ICs include, for example, 
programmable logic devices, complex programmable logic 
devices, field-programmable gate arrays, or other 

2 5 suitable programmable devices. Errors include soft 

errors, hard errors, or both. 

[0022] A programmable logic IC holds data to program 
that programmable logic IC to implement any of one or 
more various applications. This data is referred to 

3 0 herein as configuration data. The configuration data 

is represented as a set of binary digits (i.e., binary 
"l's" and "0's") and may be stored in any suitable 
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memory such as, for example, a configuration random 
access memory (CRAM) . Alternatively, the programmable 
logic IC configuration data may be stored in any other 
suitable volatile or nonvolatile memory including, for 
5 example, static random access memory (SRAM) and dynamic 
random access memory (DRAM) . 

[0023] Data stored in memory may be associated with 
one or more applications. In addition to configuration 
data used to program the programmable logic IC, 

10 embedded data is provided for user applications (e.g., 
memory reads and writes specified by an application) . 
The configuration data or embedded data may be altered 
such that certain binary digits are corrupted (e.g., a 
binary digit that was previously a binary "1" is now a 

15 binary "0," and vice versa). The present invention 
provides a way to detect and correct such errors. 
[0024] In accordance with the invention, error 
correcting circuitry is used to detect and correct 
errors on programmable logic ICs . In one embodiment, a 

20 scrubber periodically reads all the configuration data 
in the programmable logic IC. The scrubber will detect 
and correct any errors. In another embodiment, regions 
of configuration data in the programmable logic IC each 
has dedicated error correcting circuitry that 

25 continuously operates to detect and correct any errors. 
In a further embodiment, hazard- free error correcting 
circuitry is provided. 

[0025] The invention advantageously reduces the 
likelihood of an error affecting the programmable logic 
3 0 IC f s operation by detecting and correcting most errors 
in memory on the programmable logic IC. The error 
correcting circuitry can quickly detect an error and 
output a correct value when a given memory cell is 
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accessed. At the same time or at a later time, the 
correct value can be written into the memory cell. The 
error correcting circuitry detects and corrects errors 
without the use of logic external to the programmable 
5 logic IC. 

[0026] In one embodiment of the invention, error 

correction can be implemented using a process known as 
scrubbing. Scrubbing involves periodically reading the 
contents of memory, detecting and correcting errors in 

10 the memory, and writing the corrected contents back 
into the memory. FIG. 1 shows an illustrative 
embodiment of a memory 100 in a programmable logic IC. 
Memory 100 is arranged in an array of rows and columns 
of memory cells 110, where each memory cell 110 stores 

15 one binary digit (i.e., a binary 0 or a binary 1) . 
Each column of memory cells 110 is coupled to an 
address line 120 and each row of memory cells 110 is 
coupled to a data line 140. An address register 130, 
which is coupled to each address line 12 0, selects a 

20 column of memory cells 110 for access (e.g., to read or 
to write) by driving a corresponding address line 12 0 
to a binary "1." For a read operation, the contents of 
the memory cells 110 in the selected column are sensed 
onto corresponding data lines 14 0 and read by a data 

25 register 150. For a write operation, in one 

embodiment, data values from data register 150 are 
driven onto data lines 14 0 and written into memory 
cells 110 in the selected column. In another 
embodiment, memory cells 110 can be set to a binary "0" 

3 0 using a clear line and set to a binary "1" by writing 
data into the memory cells 110 in the selected column. 
[0027] For clarity, the invention is described 
herein primarily in the context of memory cells being 
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arranged in physical rows and columns. However, the 
memory cells can be arranged using other suitable 
arrangements (e.g., the memory cells can be arranged in 
diagonals) , with each memory cell being present in one 
5 row and column. 

[0028] Also for clarity, the invention is described 
herein primarily in the context of providing one data 
line coupled to each column of memory cells. However, 
two data lines can be coupled to each column of memory 
10 cells. 

[0029] In scrubbing, the contents of memory 100 can 

be read periodically one frame (e.g., column) at a 
time. Address register 130 can be used to select an 
address line 12 0 for reading a corresponding column of 

15 memory cells 110. Address register 130 can have a 
number of bits equal to the number of columns, with 
each bit in address register 13 0 corresponding to one 
address line 120. Input signals can be used to cause a 
first bit location in address register 130, which can 

20 correspond to a first column, to be set to binary "1." 
After the first column has been read, the binary "1" 
can be shifted by one bit location to index a next 
column until each column has been read. Once the last 
column has been read, address register 130 can re-set 

25 the first bit location in address register 130 to 

binary "1" to start the process again. The process can 
be repeated immediately or after a predetermined time 
period. The columns can be accessed sequentially by 
physically adjacent columns or in another order. 

30 [0030] Once a column of memory cells 110 is read, 
the contents of those memory cells 110 are checked to 
determine whether an error has occurred. One approach 
is to store error check bits in dedicated memory cells 
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and to implement an error correcting code on the data 
bits using the error check bits. As shown in FIG. 2, a 
memory 2 00 can include a block 210 of memory cells 212 
that stores configuration data and a block 220 of 
5 memory cells 222 that stores error check bits. Each 
column of memory cells 212 in block 210 can have an 
associated column of memory cells 222 in block 220. 
Data register 260 can include additional circuitry 262 
to perform error correction. The error check bits 

10 stored in memory cells 222 can be generated by error 

correcting circuitry 262 or alternatively, can be part 
of the configuration data stream used to configure the 
programmable logic IC. Address register 24 0 also 
includes additional circuitry to allow scrubbing to be 

15 implemented during operation of the programmable logic 
IC. The extra circuitry can include a timing mechanism 
such as an internal oscillator or a oscillator derived 
from an external clock. The extra circuitry can also 
include logic to sequence through each column of memory 

20 cells 212 and 222 in a predetermined order such that 
each column is accessed in a periodic manner. During 
each access, address register 240 asserts one address 
line 230, causing the contents of memory cells 212 
and 222 in the selected column to be read onto data 

25 lines 250 and into data register 260. 

[0031] Error correcting circuitry 262 is used to 
detect and correct errors in the selected column of 
memory cells 212 and 222. Error correcting 
circuitry 2 62 can include any suitable error correcting 

3 0 code such as, for example, a Hamming Code, Reed- Solomon 
Code, or Product Code. These error correcting codes 
can detect a data error in a memory cell 212 in the 
selected column and can correct the data error. The 
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corrected data can be written back to the associated 
memory cell 212 in the selected column. 
[0032] Error correcting circuitry 262 can be any 
suitable circuitry. For example, error correcting 
5 circuitry 262 can be a combinational circuit. The 
configuration data and error check bits are sent as 
input to the combinational circuit which generates as 
output the corrected configuration data and error check 
bits. Error correcting circuitry 262 can also be a 

10 state machine. The configuration data and error check 
bits are loaded into data register 260 (which can be a 
shift register) where the configuration data and error 
check bits are processed sequentially by the state 
machine (e.g., implementing a Hamming Code, Reed- 

15 Solomon Code, or Product Code) to generate the 

corrected configuration data and error check bits. The 
state machine can operate for several clock cycles to 
determine if an error has occurred, to generate the 
corrected data if an error has occurred, and to write 

20 back the corrected data. 

[0033] Two design aspects that determine the cost 
and performance of error correcting circuitry (ECC) are 
the size of an ECC block and a scrubbing region. The 
ECC block includes the block of memory cells (which 

25 store the configuration data and error check bits) that 
are processed by the error correcting circuitry at a 
given time. The ECC block can include a single column 
or more than one column (e.g., 2, 3, 4) of the 
programmable logic IC. The ECC block can span an 

30 entire height or a portion of the entire height (e.g., 
one-quarter, one- third, one-half, three-quarters, or 
other fraction) of the programmable logic IC. The 
memory cells in the ECC block can be physically 
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contiguous or non- contiguous (e.g., the memory cells 
for different ECC blocks can be interleaved across a 
number of rows and columns) . 

[0034] The size of the ECC block can be determined 
5 by a number of factors including, for example, the time 
required for the error correcting circuitry to detect 
and correct errors, the number of memory cells required 
to store the error check bits, the complexity of the 
error correcting circuitry, and the rate of errors 

10 occurring in the programmable logic IC. There can be a 
trade-off between the number of error check bits 
required for the ECC block and the complexity of the 
error correcting circuitry. A larger ECC block will 
require more error check bits and thus more error 

15 correcting logic, but the proportion of error check 
bits to configuration bits will be proportionally 
smaller. For example, an ECC block of 100 bits may 
require 2 0 check bits (providing a 2 0% overhead) while 
an ECC block of 400 bits may require 40 check bits 

2 0 (providing only a 10% overhead) . However, the error 

correcting logic for the 400 -bit ECC block may require 
more than four times the area of the error correcting 
logic for the 100-bit ECC block. In addition, as the 
size of the ECC block increases, the cost per bit 

25 increases such that the cost per bit for the 400-bit 
ECC block is higher than the cost per bit of the 100- 
bit ECC block. As a result, the ECC block size is 
designed to achieve a lowest overall cost by balancing 
the number of check bits with the ECC logic. 

30 [0035] The scrubbing region refers to the block of 
memory cells (that store the configuration data and 
error check bits) that are covered by a single error 
correcting circuit. There can be one scrubbing region 
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that includes all of the configuration data. 
Alternatively, there can be more than one scrubbing 
region that includes a portion (e.g., one-quarter, one- 
third, one-half, three-quarters, or other fraction) of 
5 the configuration data. 

[0036] The scrubbing speed can be determined by a 
number of factors including, for example, the size of 
the scrubbing region, the time needed to read from and 
write to the memory cells, address line drive time, 

10 resistance of the address lines and data lines, maximum 
clocking speed, the delay of the error correcting 
circuitry, and power dissipation. As the size of the 
scrubbing region increases, errors remain in the memory 
cells longer because of the time required to scrub the 

15 memory cells. Long data lines can cause delays in 

reading data from and writing data to a memory cell and 
can also result in an increase in power dissipation. 
In addition, processing the data in the error 
correcting circuitry can require many clock cycles 

20 because of the potentially large number of ECC blocks. 
[0037] The scrubbing speed can be increased by 
dividing the programmable logic IC into smaller 
scrubbing regions, with each scrubbing region having 
dedicated error correcting circuitry. A smaller number 

25 of clock cycles are needed to process the data in the 
error correcting circuitry. This also results in 
shorter data lines that reduce the delay and power 
dissipation. For example, because most memory cells in 
a programmable logic IC are set to a binary "0" for 

30 typical applications, the sensing of the memory cells 

can be designed such that no voltage change on the data 
line is required to sense a binary "0," thus reducing 
the power dissipation. The scrubbing speed can further 
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be increased by dividing the data lines for each 
scrubbing region into two lines and placing sensing 
logic and error correcting circuitry in the center. 
This reduces the time for data from the memory cells 
5 that are furthest from the error correcting circuitry 
to be transmitted to the error correcting circuitry. 
To further reduce power dissipation, the data lines for 
each scrubbing region can be segmented into multiple 
lines . 

10 [0038] When more than one scrubbing region is 
provided, more than one ECC block can be read and 
processed simultaneously in respective error correcting 
circuitry. Alternatively, more than one ECC block can 
share the same error correcting circuitry by using 

15 multiplexers between the different scrubbing regions 

and the error correction circuitry, effectively making 
them part of the same scrubbing region. 
[0039] FIGS. 3A-E show different embodiments of a 

memory array 3 00 that implements a scrubber. Memory 

20 array 300-A (FIG. 3A) illustrates one scrubbing region 
that occupies an entire programmable logic IC. The 
scrubbing region includes an array of memory cells for 
configuration data 302 and check bits 304 and a data 
register with error correcting circuitry 308. The 

25 scrubbing region includes multiple ECC blocks 306 that 
are each one column wide and span the entire height of 
the programmable logic IC. 

[0040] Memory array 300-B (FIG. 3B) illustrates two 
scrubbing regions 310. Each scrubbing region 310 spans 
3 0 the entire width and half the height of the 

programmable logic IC. Each scrubbing region 310 has a 
separate data register with error correcting circuitry 
314. Each scrubbing region 310 includes multiple ECC 
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blocks 312 that are each one column wide and span half 
the height of the programmable logic IC. 

[0041] Memory array 300-C (FIG. 3C) also illustrates 
two scrubbing regions 320. Each scrubbing region 320 
5 includes multiple ECC blocks 322 that are each two 
columns wide and span half the height of the 
programmable logic IC. 

[0042] Memory array 300-D (FIG. 3D) illustrates four 
scrubbing regions 33 0. Each scrubbing region 330 spans 

10 half the width and half the height of the programmable 
logic IC. Each scrubbing region 33 0 has a separate 
data register with error correcting circuitry 334. 
Each scrubbing region 33 0 includes multiple ECC blocks 
332 that are each one column wide and span half the 

15 height of the programmable logic IC. 

[0043] Memory array 300-E (FIG. 3E) illustrates four 
scrubbing regions 340 (e.g., 340-1, 340-2, 340-3, 
340-4). Two scrubbing regions (e.g., 340-1 and 340-2; 
and 340-3 and 34 0-4) are interleaved in each half of 

2 0 the programmable logic IC such that the memory cells 

are physically non- contiguous (e.g., every other row of 
memory cells are part of the same scrubbing region) . 
Each scrubbing region 34 0 spans the entire width and 
one-quarter the height of the programmable logic IC. 

25 Each scrubbing region 340 has a separate data register 
with error correcting circuitry 344. Each scrubbing 
region 340 includes multiple ECC blocks 342 that are 
each two columns wide and span one-quarter the height 
of the programmable logic IC. 

30 [0044] Memory arrays 300A-E are merely illustrative 
and described herein for clarity. However, the 
invention may be implemented using other numbers and 
arrangements of scrubbing regions and ECC blocks. 
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[0045] In another embodiment of the invention, the 

time in which an error is detected and corrected can be 
reduced by providing error correcting circuitry for 
some or all of the memory cells in a programmable logic 
5 IC. The error correcting circuitry can be continuously 
operative so that errors are corrected substantially as 
soon as they occur. 

[0 04 6] In this embodiment, memory cells in the 
programmable logic IC are divided into one or more ECC 

10 regions. Each ECC region includes a set of memory 
cells and dedicated error correcting circuitry that 
corrects errors that may occur in one or more memory 
cells. The memory cells of each ECC region are 
directly connected to the inputs of error correcting 

15 circuitry with the outputs directly driving the control 
point of the programmable logic IC (i.e., the outputs 
of the error correcting circuitry are driven onto 
corresponding data lines) . 

[0047] The dedicated error correcting circuitry 
20 generates the correct value for a given memory cell. 
Since the error correcting circuitry does not 
physically change the contents of a given memory cell, 
other circuitry, such as a scrubber described above, 
can be used in conjunction with the dedicated error 
25 correcting circuitry to write the correct value into 

the given memory cell. The ECC regions may be the same 
as the scrubbing regions, in which case these regions 
may share the same error check bits. Alternatively, 
the ECC regions may be different from the scrubbing 
3 0 regions, in which case each region may require 
different error check bits. 

[0048] Each memory cell can be designed to have a 
small amount of associated logic that determines 
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whether an error has occurred and generates the correct 
output if an error is detected. The associated logic 
forms an error correcting cell that can be replicated 
across the programmable logic IC to be associated with 
5 each memory cell. An extra column and row of memory 
cells (e.g., parity cells) can be added to the 
programmable logic IC which stores a parity bit for the 
associated column or row. For even parity, the binary 
digit stored in the extra memory cell is the binary 

10 digit that makes the exclusive OR (XOR) of all the 

memory cells in that column or row a binary "0." For 
odd parity, the binary digit stored in the extra memory 
cell is the binary digit that makes the XOR of all the 
memory cells in that column or row a binary "1." 

15 [0049] A horizontal parity generator and a vertical 
parity generator can be used to detect errors that 
occur in a memory cell. Each error correcting cell 
XORs the data from a memory cell with the, incoming 
horizontal and vertical parity lines and sends the 

2 0 result onto outgoing horizontal and vertical parity 
lines. A resulting horizontal parity for a row of 
memory cells and a resulting vertical parity for a 
column of memory cells are used to determine whether an 
error has occurred in the memory cell in the row and 

25 column. If an error has occurred (e.g., if the 

horizontal parity and the vertical parity are both 
binary "1"), the error correcting cell complements the 
data from the memory cell to generate the correct value 
at the output . 

30 [0050] A reasonable number of error correcting cells 
may be cascaded to form an array of a suitable size. A 
first input to the parity generator may be tied to 
ground (e.g., binary "0") and the last output may be 
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the resulting parity that is used to detect the 
occurrence of an error. If the ECC regions are small, 
it may be desirable to customize the error correcting 
cell at the ends of the array to eliminate unused logic 
5 (e.g., the XOR gate in the first cell that has an input 
tied to ground can therefore be replaced with a wire) . 
[0051] An illustration of error correcting 
circuitry 400 is shown in FIG. 4. For clarity, 
circuitry 400 is described in the context of a 2 x 2 

10 array of memory cells 4 02* with an extra row and column 
of parity cells 404. However, the invention can be 
implemented using other array sizes of memory 
cells 402. Each memory cell 402 and parity cell 404 
has an associated error correcting cell 410 that 

15 detects and corrects a data error. 

[0052] The contents of a memory cell 402 or parity 
cell 404 are sent as input 412 to an associated error 
correcting cell 410. Each cell 410 also has two 
incoming horizontal parity lines 414 and 418, one 

20 outgoing horizontal parity line 416, two incoming 
vertical parity lines 420 and 424, one outgoing 
vertical parity line 422, and an output 434 that 
generates the correct value for the associated memory 
cell 402 or parity cell 404. For the leftmost column 

25 of cells 402 and 404, incoming horizontal parity 

line 414 is tied to ground (i.e., set to binary "0"). 
Except for the rightmost cell 410 in each row, outgoing 
horizontal parity line 416 serves as incoming 
horizontal parity line 414 for adjacent cell 410. For 

3 0 the rightmost cell 410 in each row, outgoing horizontal 
parity line 416, which contains the computed parity of 
the row, serves as incoming horizontal parity line 418 
for each cell 410 in the given row that is used to 
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determine whether an error has occurred in that row. 
For the topmost column of cells 402 and 404, incoming 
vertical parity line 420 is tied to ground (i.e., set 
to binary "0"). Except for the bottommost cell 410 in 
5 each column, outgoing vertical parity line 422 serves 
as incoming vertical parity line 420 for adjacent 
cell 410. For the bottommost cell 410 in each column, 
the outgoing vertical parity line, which contains the 
computed parity of the column, serves as incoming 
10 vertical parity line 424 for each cell 410 in the given 
column that is used to determine whether an error has 
occurred in that column. 

[0053] Each cell 410 includes three XOR gates 426, 
42 8, and 4 32, and an AND gate 43 0. XOR gate 42 6 has as 

15 inputs data 412 (e.g., from memory cell 402 or parity 
cell 404) and incoming horizontal parity line 414, and 
outputs data on outgoing horizontal parity line 416. 
XOR gate 42 8 has as inputs data 412 and incoming 
vertical parity line 420, and outputs data on outgoing 

20 vertical parity line 422. The computed horizontal 
parity, which is sent on incoming horizontal parity 
line 418, and the computed vertical parity, which is 
sent on incoming vertical parity line 424, are input to 
AND gate 430. Data 412 and the output of AND gate 430 

25 are input to XOR gate 432 which sends as output 434 the 
correct output bit. Output 434 may be coupled to data 
lines (e.g., lines 250) so that the data can be sent to 
the data register. 

[0054] Static hazards may occur during the operation 
of the programmable logic IC. A static hazard is a 
property of a circuit in which a change in logic value 
of one input causes a momentarily incorrect value 

(e.g., a glitch) on one of its outputs. This can be 
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attributed to the difference in propagation time for 
the inputs to XOR gate 432. One input, data 412, comes 
directly from memory cell 402 or 404. The other input 
requires the horizontal parity and vertical parity to 
be generated and propagated to AND gate 430. If data 
from one memory cell changes, the change will be 
rapidly propagated to XOR gate 432, causing a 
transition to an incorrect value at output 434. Some 
time later, once the horizontal parity and vertical 
parity are generated, a second transition back to the 
correct value will occur at output 434. 
[0055] In yet another embodiment, error correcting 

circuitry can further be designed to reduce static 
hazards while limiting the amount of logic required to 
implement such error correcting circuitry. In an 
5 alternative embodiment to FIG. 4 where the 

implementation of a horizontal parity and a vertical 
parity creates reconvergent paths from the memory cell 
to the output, error correcting circuitry can be 
designed to avoid these reconvergent paths and thus 

10 reduce such hazards. A separate horizontal parity 

generator and vertical parity generator can be designed 
that compute the parity for all the memory cells in 
that row and column except for the particular memory 
cell being corrected. The correct value is then 

15 computed based on the horizontal parity, vertical 

parity, and the data from the particular memory cell. 
[0056] While this approach advantageously provides 
for hazard- free error correcting circuitry, each memory 
cell requires additional logic for generating the 

2 0 parity of all the memory cells in a row or column 

except for the particular memory cell. For example, if 
there are N memory cells in a row or column, the parity 
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for all the memory cells can be generated using (N-l) 
XOR gates. It is possible to generate the parity of 
each one of a possible set of N memory cells by using a 
total of (3*N-6) XOR gates. A first set of logic 
5 levels can generate the parity of each possible set of 
2 K inputs for a subset of values of 2 K that are aligned 
with that particular power of 2 up to N/2. Subsequent 
logic stages can generate the parity of each possible 
set of (N-l) of the inputs. In addition, a 10- 

10 transistor complex gate (e.g., OR-AND-OR gate or OR- 
AND-OR- INVERT gate) is needed to correct the data. 
[0057] An illustration of such hazard-free error 
correcting circuitry 500 is shown in FIG. 5. For 
clarity, circuitry 500 is described in the context of a 

15 3x3 array of memory cells 502 with an extra row and 
column of parity cells 504, although the invention can 
be implemented using other array sizes of memory 
cells 502. Each memory cell 502 and parity cell 504 
has an associated error correcting cell 510 that 

2 0 detects and corrects a bit error. 

[0058] The contents of a particular memory cell 502 

or parity cell 504 are sent as input 512 to an 
associated error correcting cell 510. Each cell 510 
also receives as input data 514 from the contents of 

25 the other cells 502 and/or 504 in the same column and 
data 516 from the contents of the other cells 502 
and/or 5 04 in the same row. Data 514 is sent as input 
to circuitry 518 that generates the vertical parity 
(Vi) for the other cells 502 and/or 504 in that column. 

30 Data 516 is sent as input to circuitry 520 that 

generates the horizontal parity (Hi) for the other 
cells 502 and/or 504 in that row. 
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[0059] Although each cell 510 is shown as having 
separate circuitry 518 and 52 0, the memory cells 502 
and parity cell(s) 504 in each column and row can share 
circuitry to compute the vertical and horizontal 
5 parity. The outputs of circuitry 518 and 520 are sent 
as input to a complex logic gate 522 . Complex logic 
gate 522 can be an OR-AND-OR gate. Alternatively, 
using a less expensive approach, complex logic gate 522 
can be an OR - AND - OR - INVERT gate in which the complement 
10 of the data is stored in cells 502 and 504. Complex 
logic gate 522 generates a correct value for the 
particular memory cell 502 or parity cell 504 at 
output 530. The logic for circuitry 500 is shown by 
the following: 

15 

Z = NOT ( (Hi AND Vi) OR (C AND (Hi OR Vi) ) ) (1) 

Where Z = Output 53 0 

C = Data 512 

Hi = Horizontal parity from 520 

20 Vi = Vertical parity from 518. 

[0060] Circuitry 518 and 520 can be implemented 

using XOR gates. FIG. 6 shows an embodiment of 
circuitry 520 that computes the horizontal parity bit 
HO, HI, H2, and H3 for all the cells 502 and/or 504 in 

2 5 the row except for the particular cell 502 or 504 being 

corrected. In a first logic level, XOR gates 604 are 
used to generate the parity for two pairs of cells 502 
and/or 504 (e.g., cell pairs 0 and 1 and cell pairs 2 
and 3) . In a second logic level, XOR gates 606 are 

3 0 used to generate the parity for one of the pairs of 

cells and another cell that is not the particular cell 
being corrected. For example, output HO is the parity 
of memory cells 1, 2, and 3; output HI is the parity of 
memory cells 0, 2, and 3; output H2 is the parity of 
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memory cells 0, 1, and 2; and output H3 is the parity 
of memory cells 0, 1, and 2. Thus it can be seen that 
a total of 6 (i.e., 3*N-6, where N is 4) XOR gates are 
used. A vertical parity bit can also be generated 
5 using similar logic levels. 

[0061] Hazard-free error correcting circuitry can 
also be implemented using the triple redundancy method 
which may require less logic gates and is thus less 
expensive to implement than the approach described in 

10 connection with FIGS. 5 and 6. In the triple 

redundancy method, each configuration bit is programmed 
into three memory cells, which can be physically 
contiguous or physically non-contiguous. A hazard-free 
voting circuit includes a complex logic gate that 

15 compares the data stored in the three memory cells. 
The output of the circuitry is the same bit value 
stored in at least two of the memory cells. This 
circuitry produces a correct output when only one 
memory cell has an error. If more than one memory cell 

20 in the group of three memory cells has an error, an 
incorrect output will be generated. 
[0062] An illustration of hazard-free error 
correcting circuitry 700 using the triple redundancy 
method is shown in FIG. 7. A configuration data bit is 

25 stored in three memory cells 702, 704, and 706. Data 
from memory cells 702, 704, and 706 are sent as input 
to a complex logic gate 710. Complex logic gate 710 
can be an OR-AND-OR gate. Alternatively, using a less 
expensive approach, complex logic gate 710 can be an 

3 0 OR-AND-OR- INVERT gate in which the complement of the 

data is stored in cells 702, 704, and 706. Thus, if a 
binary "0" is stored in all three memory cells 702, 
704, and 706, the output will be binary "1," while if a 
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binary "1" is stored in all three memory cells 702, 
704, and 706, the output will be binary "0." Complex 
logic gate 710 generates a correct value for the memory 
cells 702, 704, and 706 at output 720. As an 
5 illustration, if a binary "0" is stored in each of 

memory cells 702, 704, and 706 but an error occurs that 
causes the contents of one of memory cells 702, 704, 
or 706 to change to a binary "1," output 720 will still 
be a binary "1." Similarly, if a binary "1" is stored 

10 in each of memory cells 702, 704, and 706 but an error 
occurs that causes the contents of one of memory cells 
702, 704, or 706 to change to a binary "0," output 720 
will be a binary "0." In the case of a non- inverting 
OR-AND-OR gate, the output of the gate would be the 

15 same value as the three memory cells 702, 704, and 706, 
not the complement as described above. 
[0063] A further approach to reduce costs in 
implementing error correcting circuitry is to make a 
logic stage of the error correcting circuitry so slow 

20 that any potential glitch is absorbed by the logic. 

For example, a logic gate with a weak drive, together 
with a large capacitive load, can be added to the 
output of the error correcting circuitry. The logic 
gate may be weakened by using narrow and long 

25 transistors or by adding a resistive element at the 

output. The resistive element may be polysilicon wire, 
another high resistivity circuit structure, a current 
starved pass gate with both gates turned on at slightly 
above the threshold voltage, or a current starved 

3 0 inverter. 

[0064] An illustration of such circuitry 800 is 
shown in FIGS. 8A-C. Data from a memory cell or parity 
cell 802 is sent to a cell 810 containing error 
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correcting circuitry (e.g., cell 410 or 510). The 
output of cell 810 can be sent to a resistive element 
such as a resistor 812 (FIG. 8A) , a current starved 
pass gate 820 (FIG. 8B) , a current starved inverter 830 
5 (FIG. 8C) , or other resistive element, together with a 
capacitive load 814, increases the delay time. The 
output of the resistive element has the correct value 
for output onto a data line. 

[0065] Because error correcting circuitry results in 
10 an increase in the cost of memory cells, it is more 
desirable to design programmable logic IC routing 
architectures that reduce the number of memory cells 
needed to implement a given function. FIG. 9A is a 
diagram of a 12:1 multiplexer 900 commonly used in 
15 programmable logic IC routing architectures. 

Multiplexer 900 can be constructed as a two-stage 
random access memory (RAM) sharing multiplexer. The 
first stage includes three 4:1 multiplexers 902. The 
second stage includes one 3:1 multiplexer 904. Seven 
20 memory cells 906 are needed to configure 
multiplexer 900. 

[0066] FIG. 9B is a diagram of a 12:1 

multiplexer 910 with error correcting circuitry 912. 
Additional memory cells 914 are needed to store error 

25 check bits for performing error correction. 

[0067] FIG. 9C is a diagram of a fully encoded 12:1 

multiplexer 92 0. Multiplexer 92 0 requires two 2:4 
decoders 922 and 924: one for interfacing the three 4:1 
multiplexers 902 with error correcting circuitry 926, 

30 and one for interfacing the 3:1 multiplexer 904 with 

error correcting circuitry 926. Because of the use of 
decoders 922 and 924, fewer memory cells 928 are needed 
to control the operation of multiplexer 920. A fully 
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encoded multiplexer 920 is more efficient when error 
correcting circuitry 926 is included. 

[0068] In addition to providing error correction in 

a configuration memory in a programmable logic IC; 
5 error correcting circuitry can also be provided to 
correct errors occurring in embedded memory blocks 
(EMBs) in a programmable logic IC. To reduce the 
likelihood of errors affecting the data read from an 
EMB, error correcting circuitry can be included in the 

10 input and output interface circuitry. 

[0069] FIG. 10 illustrates one embodiment of an 
EMB 1000 with error correcting circuitry implemented in 
hardware. Input data 1002 is sent to an interface 1004 
in EMB 1000. Data from interface 1004 is sent to a 

15 memory array, read and write circuitry 1008 and an ECC 
generator 1006. ECC generator 1006 on the input (i.e., 
write) circuitry of the EMB computes error check bits 
for the input data. For example, for N data bits, M 
error check bits may be required (e.g., with 

2 0 M > log (N + M + 1) ) . The error check bits are sent as 

input to memory array, read and write circuitry 10 08 
where the error check bits are stored. Data from 
memory array, read and write circuitry 1008 is sent as 
input to a multiplexer 1012 and an ECC corrector 1010. 
25 ECC corrector on the output (i.e., read) circuitry of 
EMB 10 0 0 determines whether an error has occurred in 
the data based on the error check bits and corrects any 
errors before sending the data to multiplexer 1012. 
ECC corrector 1010 can include any suitable error 

3 0 correcting code including, for example, a Hamming Code, 

Reed-Solomon Code, and Product Code. Multiplexer 1012 
selects one of the inputs for output to interface 1014. 
Data 1016 is then output from EMB 1000. 
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[0070] Since not all users of a programmable logic 
IC may require error correcting circuitry, it may be 
desirable to allow the ECC hardware (e.g., ECC 
generator 1006 and ECC corrector 1010) to be bypassed, 
5 allowing a user to use all the EMB bits as data bits 
rather than dedicating a portion of the EMB bits as 
error check bits. This also allows users to avoid any 
extra delay or latency in accessing EMB 1000 because of 
the ECC hardware . 

10 [0071] FIG. 11 illustrates another embodiment of an 
EMB 1100 with error correcting circuitry implemented in 
soft logic. An ECC generator 1102 and ECC 
corrector 1104 can be implemented outside of EMB 1100 
by a computer aided design (CAD) system in the soft 

15 logic (e.g., using logic elements) of the programmable 
logic IC. For example, an EMB 1100 that provides 
read/write access to 8 -bit wide words should also be 
able to provide access to 12 -bit wide words to support 
the storage of error-corrected 8-bit wide words 

20 (e.g., 8 data bits and 4 error check bits per word). 

Implementing error correcting circuitry in soft logic 
(FIG. 11) rather than in hard logic (FIG. 10) 
advantageously reduces the required size of the 
programmable logic IC. However, using soft logic 

25 results in slower logic that consumes soft logic 
resources . 

[0072] FIG. 12 illustrates a programmable logic 
IC 1202, multi-chip module 1204, or other device (e.g., 
ASSP, ASIC, full-custom chip, dedicated chip) . which 
includes embodiments of this invention in a data 
processing system 1200. Data processing system 1200 
can include one or more of the following components: a 
processor 1206, memory 1208, I/O circuitry 1210, and 
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peripheral devices 1212. These components are coupled 
together by a system bus or other interconnections 1220 
and are populated on a circuit board 1230 which is 
contained in an end-user system 1240. 

[0073] System 1200 can be used in a wide variety of 
applications, such as computer networking, data 
networking, instrumentation, video processing, digital 
signal processing, or any other application where the 
5 advantage of using programmable or reprogrammable logic 
is desirable. Programmable logic IC/module 12 02/1204 
can be used to perform a variety of different logic 
functions. For example, programmable logic IC/module 
1202/1204 can be configured as a processor or 

10 controller that works in cooperation with 

processor 1206. Programmable logic IC/module 1202/1204 
may also be used as an arbiter for arbitrating access 
to a shared IC in system 1200. In yet another example, 
programmable logic IC/module 1202/1204 can be 

15 configured as an interface between processor 1206 and 
one of the other components in system 1200. It should 
be noted that system 1200 is only exemplary, and that 
the true scope and spirit of the invention should be 
indicated by the following claims. 

20 [0074] Thus it is seen that circuitry is provided 

that detects and corrects errors in programmable logic 
ICs. One skilled in the art will appreciate that the 
invention can be practiced by other than the prescribed 
embodiments, which are presented for purposes of 

25 illustration and not of limitation, and the invention 
is limited only by the claims which follow. 



